3GPP TSG-SA3 Meeting #112 
S3-233819
Goteborg, Sweden, 14 - 18 August 2023
Source:
Apple
Title:
Discussion paper on SERP feature summary
Document for:
Discussion
Agenda Item:
4.9.12
1
Decision/action requested

This contribution provides the summary of the SERP feature.
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Discussion

2.1 Background

The SERP WID was agreed in S3-221185 in SA3#107-e, which is the security enhancement for protecting RRCResumeRequest messages, following the conclusion on the solution#17 in TR 33.809. The objectives include: 
· Specify the enhancement on the source and target gNB/ng-eNB

· Specify the enhancement on the UE to support the new RRCResumeRequest MAC-I
· Specify the enhancement on the Xn interfaces between gNBs/ng-eNBs. 

The conclusion on solution#17 (S3-221072) is quoted below: 

“It is concluded that solution #17 is taken as the basis of normative work for the protection of RRCResumeRequest message.” 
2.2 Feature Description

2.2.0 Benefit of the feature

1. With this enhancement, Every IE included in RRCResumeRequest message can be protected. 

RRCResumeRequest include IEs: 

[image: image1.png]RRCResumeRequest-IEs ::= SEQUENCE {

resumeIdentity ShortI-RNTI-Value,
resumeMAC-I BIT STRING (SIZE (16)),
resumeCause ResumeCause,

spare BIT STRING (SIZE (1))




The resumeCause in RRCResumeRequest message was defined as 12 different enumerated values: 

“emergency, highPriorityAccess, mt-Access, mo-Signalling,
mo-Data, mo-VoiceCall, mo-VideoCall, mo-SMS, rna-Update, mps-PriorityAccess, mcs-PriorityAccess, spare1, spare2, spare3, spare4, spare5” 

[image: image2.png]ResumeCause ::= ENUMERATED {emergency, highPriorityAccess, mt-Access, mo-Signalling,
mo-Data, mo-VoiceCall, mo-VideoCall, mo-SMS, rna-Update, mps-PriorityAccess,
mcs-PriorityAccess, sparel, spare2, spare3, spare4, spare5 }




Tempering on the resumeCause could de-prioritize the UE’s resume procedure and lead to downgrade the service that the UE is supposed to get. For example, when gNB/ng-eNB is in congestion status, UE sending RRCResumeRequest with resumeCause originally set to “highPriorityAccess” can only wait if the resumeCause is modified to, e.g “mo-SMS”. NOTE: which resumeCause could get the prioritized resource depends on gNB/ng-eNB implementation. 

2. With this enhancement, the network can detect any tempering on the RRCResumeRequest message by verifying the new RRCResumeMAC-I. The security principle is that, any modified messages should not be allowed to get passed. With the failure verification, network can collect sufficient statistics on the amount of failure cases in different network areas, which will be helpful for the operator network enhancement. 
2.2.1 ResumeMAC-I enhancement and impact on the RRC Resume procedure
Solution#17 is to enhance the RRCResumeRequest message by adding the whole RRCResumeRequest into the input of the calculation of ResumeMAC-I. 

Originally, the MESSAGE input for calculating RRCResumeMAC-I are: source PCI, target Cell-ID, source C-RNTI.
With the enhancement of the feature, the MESSAGE input for calculating RRCResumeMAC-I will be: source PCI, target Cell-ID, source C-RNTI, all IEs from RRCResumeRequest message. According to the RRCResumeRequest structure, since the spare bit is always set to 0, the new added input is actually the resumeCause and resumeIdentity.  
With this SERP feature, the RRCResumeRequest procedure will be enhanced as below (Figure-1): 
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Figure-1: Enhanced RRCResume procedure using new ResumeMAC-I
2.2.2 Capability requirement on UE and NW
To support the enhanced ResumeMAC-I, both the UE and NW (including the terget gNB/ng-eNB and the source gNB/ng-eNB) are required to be enhanced as follows:

Table-1. Enhanced Operation for UE and NW

	Entity
	Functionality
	Legacy Operation
	Enhanced Operation

	UE
	ResumeMAC-I calculation
	based on legacy input
	ResumeMAC-I generation based on enhanced input 

	Target gNB/ng-eNB
	Forward MAC-I and input to source gNB/ng-eNB
	Forward info includes MAC-I, target cell ID, UE I-RNTI  
	Forward info includes MAC-I, target cell ID, UE I-RNTI, new MAC-I indication and the new added input

	Source gNB/ng-eNB
	MAC-I checking
	Based on legacy input
	Based on enhanced input


2.2.3 Capability negotiation on UE and NW

The precondition is that only when all of the UE, the target gNB/ng-eNB and source gNB/ng-eNB support this SERP feature, this feature can be enabled. The capability negotiation among these 3 entities is necessary.

The CR (S3-23xxxx) showed the formal text on the negotiation procedure, below in the description on how each entity indicate its capability:

1> The UE reports the support of the ResumeMAC-I enhancement via AS capability report to source gNB/ng-eNB; 

2> If the source gNB/ng-eNB supports this feature, it can enable the new RRCResumeMAC-I feature via the RRCRelease with SuspendConfig message when setting the UE into INACTIVE state;

3> For each gNB/ng-eNB, it indicates its support the new MAC-I feature as the target gNB/ng-eNB role in the SIB1, i.e. forwarding the new MAC-I associated input info (e.g. resumeCause) to source gNB/ng-eNB;

4> When the INACTIVE UE moves to the target gNB/ng-eNB, UE first checks the indication in SIB1 of current serving cell:

a. If the new MAC-I feature is supported, UE can generate the new MAC-I for RRCResumeReq;

b. Otherwise, UE generates the legacy ResumeMAC-I;

5> The target gNB/ng-eNB doesnot need to know whether UE or the source gNB/ng-eNB’s capability. If the target gNB/ng-eNB supports the new MAC-I feature, and UE sends the new MAC-I, the target gNB/ng-eNB will always include new MAC-I indication and the new added input for the MAC-I calculation in the RETRIEVE UE CONTEXT REQUEST X2 message;

6> When the source gNB/ng-eNB receives the RETRIEVE UE CONTEXT REQUEST message from the target gNB/ng-eNB, 

· If the X2 message includes the new ResumeMAC-I indication, the gNB/ng-eNB will identify the UE based on the I-RNTI to check whether the UE is configured with the ResumeMAC-I enhancement. 

a. If the UE is identified to enable the enhancement, the last target gNB/ng-eNB will perform the enhanced ResumeMAC-I verification; 
b. Otherwise, the source gNB/ng-eNB may send the RETRIEVE UE CONTEXT failure message or perform legac MAC-I verification depends on the local configuration. (refer Clause 2.2.4 in this discussion paper )
If the X2 message doesnot include the new ResumeMAC-I indication, the gNB/ng-eNB will perform the legacy ResumeMAC-I verification.
Table-2. The capability and the feature enable/disable operation
	Entity
	Operation if supported
	Operation if not supported

	UE
	1) Report its support of the capability to NW via AS capability signaling;

2) NW configures the new MAC-I enhancement via RRCRelease with SuspendConfig message;

3) Check the new MAC-I indication in SIB1 of the camping cell 

4) Perform the new MAC-I calculation if current cell broadcasts the new MAC-I indication in SIB1. 
	1) No indication in AS capability signaling;

2) No need to check the new MAC-I indication in the SIB1 of the camping cell;

3) Generate the MAC-I as legacy for the RRCResumeRequest message.

	Source gNB/ng-eNB
	1) Enable the new MAC-I enhancement via RRCRelease message if the UE supports the feature;

2) Check whether the new MAC-I indication is carried in X2 message from the target gNB/ng-eNB;

3) Perform the new MAC-I verification if both the following conditions are fulfilled:
a. The UE is identified via I-RNTI to enable the feature;

b. The new MAC-I indication is carried in X2 message. 
	1) Not configure the new MAC-I enhancement in the RRCRelease message;

2) Perform the ResumeMAC-I verification in legacy way.

3) No need to check the new MAC-I input in the X2 message 

	Target gNB/ng-eNB
	1) Broadcast its support of the MAC-I enhancement in SIB1;

2) Always include the new MAC-I indication and the new added input for MAC-I verification in the X2 message.
	1) No indication of the new MAC-I in SIB1;

2) No need to include the new MAC-I indication and new added input for MAC-I in X2 message. 


2.2.4 Verification failure cases handling

During the discussion in SA3, there are some comments on the consideration of the error case handling, e.g when there is some abnormal cases take place (e.g.attacking scenario changing the capability indication in SIB), how should the error cases be handled. 

When the SIB message is modified, target gNB/ng-eNB capability may be not a correct one for the UE, in such cases, when the SIB message can be protected in the future, this issue will probably be mitigated. But before we adopt the SIB protection mechanism, some error handling mechanisms are still needed. Below the table-3 give a summary on how should the source gNB/ng-eNB handle the error cases. 
Table-3. Verification failure cases handling operations
	Entity
	Operation if supported

	Message #1 UE -> NW(Source gNB/ng-eNB)
	Case#1 - UE Support: send indication in AS capability
Case#2 - UE not support: legacy AS capability

	Message#2 NW(Source gNB/ng-eNB) -> UE
	Case#1 - Source support: configure UE in RRCRelease message
Case#2 - Source node not support: use legacy RRCRelease message

	Message#3: NW (Target gNB/ng-eNB)->UE
	Case#1 - Target node support: new feature indication in SIB1
Case#2 - Target node not support: use old MAC-I in RRCResumeRequest

	Message#4: UE->NW (Target gNB/ng-eNB)
	Case#1 - All Source/UE/target node support: use new MAC-I in RRCResumeRequest
Case#2 - Not all the Source/UE/target node support: use old MAC-I in RRCResumeRequest

	Message#4: X2 message (Target->Source gNB/ng-eNB)
	Case#1 - UE sends the new MAC-I and target node support: include new MAC-I indication and the new added input for the MAC-I calculation in the RETRIEVE UE CONTEXT REQUEST X2 message. 
Case#2 - Otherwise: use legacy RETRIEVE UE CONTEXT REQUEST X2 message.

	MAC-I verification at Source gNB/ng-eNB
	Normal: 

Case#1 - new MAC-I indication and UE and source node supports: verify in new method

Case#2 - No new MAC-I and not all Source/UE/target node support: verify in old method.

Abnormal: 

Case#3 - New MAC-I indication and not all source and UE support: Reject the verification and send notification to target gNB

Case#4 - No new MAC-I indication in X2 however all Source/UE/target node support the new feature: 

· Case#4.1- verify in old method and if succeed, send RETRIEVE UE CONTEXT RESPONSE. 
· Case#4.2- send the RETRIEVE UE CONTEXT FAILURE with a cause. 


2.4 Impact on RAN2
RAN2 sent an LS (R2-2109121/S3-213168) in SA3#104e in Sep 2021, confirming the solution is technical feasible. 

“

Q3: The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.

[RAN2 response] 

The solution is technically feasible from RAN2 perspective. 
”

On the capability negotiation between UE and gNB/ng-eNB, RAN2 made initial conclusion as below: 

“

Q1: For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 

Q2: Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities? 

[RAN2 response] 

RAN2 discussed the capability negotiation methods and made the initial conclusion as follows:

· The feature requires the support of the UE, the source gNB/ng-eNB and the target gNB/ng-eNB;
· From UE perspective

· The UE indicates its capability in the AS capability and reports to network via RRC signaling;

· The UE enables the feature only when it knows both source node and target node support it;
· From the source node perspective

· The source node indicates its capability via the RRC dedicated configuration (i.e. RRCRelease with SuspendConfig) or the SIB (depending on the method);
· The source node only performs the new ResumeMAC-I verification when the UE is configured with the new feature and the target node supports the new ResumeMAC-I;
· From the target node perspective

· The node as the target node role indicates its capability via SIB or binds its capability together with the source node’s capability (depending on method);
· How to indicate the target node’s capability to the source node should be discussed in RAN3.
”
Observation 1: Based on RAN2 reply LS R2-2109121, this solution is technically feasible from RAN2 perspective. 
4
Proposals

It is proposed to adopt the corresponding CR S3-23xxxx on the SERP feature for R18. 

Annex (TS 38.423)
9.1.1.8
RETRIEVE UE CONTEXT REQUEST

This message is sent by the new NG-RAN node to request the old NG-RAN node to transfer the UE Context to the new NG-RAN.

Direction: new NG-RAN node ( old NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	reject

	UE Context ID
	M
	
	9.2.3.40
	
	YES
	reject

	Integrity protection
	M
	
	BIT STRING (SIZE (16)) 
	RRC Resume:

ResumeMAC-I either contained in the RRC ResumeRequest or the RRCResumeRequest1 message as defined in TS 38.331 [10])

or the ShortResumeMAC-I in the RRCConnection ResumeRequest message as defined in TS 36.331 [14])

RRC Reestablishment:

ShortMAC-I contained in the RRCReestablishmentRequest as defined in TS 38.331 [10])

or the ShortMAC-I in the RRCConnection ReestablishmentRequest message as defined in TS 36.331 [14]).
	YES
	reject

	New Cell Identifier
	M
	
	NG-RAN Cell Identity

9.2.2.9
	RRC Resume:

Corresponds to the targetCellIdentity within the VarResumeMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortINACTIVE-MAC-Input as specified in TS 36.331 [14].

RRC Reestablishment:

Corresponds to the targetCellIdentity within the VarShortMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortMAC-Input as specified in TS 36.331 [14].
	YES
	reject

	RRC Resume Cause
	O
	
	9.2.3.61
	In case of RNA Update, contains the cause value provided by the UE in the RRCResumeRequest or the RRCResumeRequest1 message, as defined in TS 38.331 [10],

or in the RRCConnection ResumeRequest message, as defined in TS 36.331 [14].
	YES
	ignore


9.1.1.10
RETRIEVE UE CONTEXT FAILURE

This message is sent by the old NG-RAN node to inform the new NG-RAN node that the Retrieve UE Context procedure has failed.

Direction: old NG-RAN node ( new NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	New NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.3.16
	Allocated at the new NG-RAN node
	YES
	ignore

	Old NG-RAN node To New NG-RAN node Resume Container
	O
	
	OCTET STRING
	Includes either the RRCRelease message as defined in TS 38.331 [10], or the RRCConnectionRelease message as defined in TS 36.331 [14], encapsulated in a PDCP-C PDU.
	YES
	ignore

	Cause
	M
	
	9.2.3.2
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.2.3.3
	
	YES
	ignore


9.2.3.40
UE Context ID
This IE is used to address a UE Context within an NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE UE Context ID
	M
	
	
	

	>RRC Resume
	
	
	
	

	>>I-RNTI
	M
	
	9.2.3.46
	NOTE: How the new NG-RAN node is able to resolve the old NG-RAN ID from the I-RNTI is a matter of proper configuration in the old and new NG-RAN node.

	>>Allocated C-RNTI
	M
	
	BIT STRING (SIZE (16))
	Temporary C-RNTI allocated to the UE by the cell where the RRC connection has been requested to be resumed, contained in the MAC RAR as defined in TS 38.321 [35] or in TS 36.321 [36].

	>>Access PCI
	M
	
	NG-RAN Cell PCI
9.2.2.10
	The cell PCI where the RRC connection has been requested to be resumed.

	>RRC Reestablishment 
	
	
	
	

	>>C-RNTI
	M
	
	BIT STRING (SIZE (16))
	C-RNTI contained in the RRCReestablishmentRequest message (TS 38.331 [10]) or RRCConnectionReestablishmentRequest message (TS 36.331 [14]).

	>> Failure Cell PCI
	M
	
	NG-RAN Cell PCI
9.2.2.10
	


